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DETAILED ACTION 

Specification 

1 . The title of the invention is not descriptive. A new title is required that is clearly 
indicative of the invention to which the claims are directed. 

The following title is suggested: "Implementing A Secure Handover by 
Prolonging Packet-switched Signaling Connections" 

Preliminary Amendments 

2. Claims 1-36 have been cancelled as per preliminary amendments. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 37-57 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Grech et at. (US 2005/0130659 A1) and in view of Prasad (US 2007/0064647 A1), 
hereinafter referenced as Grech and Prasad. 

Consider claim 37, Grech discloses an arrangement in a core network node in a 
mobile radio communication system (Para 0033-0036, Fig. 1-4, where Grech 
discloses UMTS/GPRS' nodes GGSN (104, 108), SGSN (105)) for a packet-switched 
signaling connection (Para 0032, where Grech discloses PS (Packet Switched 
service)) between the core network node and a mobile station and means for receiving 
a request message from the mobile station (Para 0009-0012, 0018, 0020,, 0025- 



Application/Control Number: 10/597,645 Page 3 

Art Unit: 2617 

0046,0079-0084,0096, Figs. 1-4, where Grech discloses a mobile node 
communicating with GPRS' nodes i.e. making attachments for handover). Grech 
does not specifically disclose means for deciding whether to prolong the packet- 
switched signaling connection; and means for providing information to the mobile station 
as to whether or not the packet-switched signaling connection is being prolonged. 
Prasad discloses means for deciding whether to prolong the packet-switched signaling 
connection; and means for providing information to the mobile station as to whether or 
not the packet-switched signaling connection is being prolonged (Para 0002, 0009, 
0062, 0064, 0089-0096, Fig. 4, where Prasad discloses a secure handover by 
delaying the handover up to a successful authentication i.e. prolonging the 
signaling connection with the current access point or base station). 

Therefore, it would have been obvious to one of ordinary skills in the art the time 
the invention was made to modify Grech by specifically providing means for deciding 
whether to prolong the packet-switched signaling connection; and means for providing 
information to the mobile station as to whether or not the packet-switched signaling 
connection is being prolonged, as taught by Prasad, for the purpose of achieving a 
secure handover as discussed in Para 0013. 

Consider claim 38, the combination teaches everything claimed as implemented 
above (see claim 37). Prasad specifically discloses that wherein the means for providing 
information to the mobile station includes means for sending a response message to the 
mobile station in response to the request message, said response message including 
an indication as to whether or not the packet-switched signaling connection is being 
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prolonged (Para 0002, 0009, 0062, 0064, 0089-0096,Fig. 4, where Prasad discloses 
a notification for delaying the handover up to a successful authentication). 

Therefore, it would have been obvious to one of ordinary skills in the art the time 
the invention was made to modify Grech by specifically providing wherein the means for 
providing information to the mobile station includes means for sending a response 
message to the mobile station in response to the request message, said response 
message including an indication as to whether or not the packet-switched signaling 
connection is being prolonged, as taught by Prasad, for the purpose of achieving a 
secure handover as discussed in Para 0013. 

Consider claim 39, the combination teaches everything claimed as implemented 
above (see claim 38). Grech specifically discloses that wherein the request message 
received from the mobile station is a mobility management request message (Para 
0009-0012, 0018, 0020,, 0025-0046,0079-0084,0096, Figs. 1-4, where Grech 
discloses handover procedure i.e. mobility management request message). 

Consider claim 40, the combination teaches everything claimed as implemented 
above (see claim 39). Prasad specifically discloses that wherein the response message 
is an acceptance message concerning the mobility management request message 
received from the mobile station (Para 0002, 0009, 0062, 0064, 0089-0096,Fig. 4 
element 430, where Prasad discloses forwarding security context information to 
access point(s)). 

Therefore, it would have been obvious to one of ordinary skills in the art the time 
the invention was made to modify Grech by specifically providing wherein the response 
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message is an acceptance message concerning the mobility management request 
message received from the mobile station, as taught by Prasad, for the purpose of 
achieving a secure handover as discussed in Para 0013. 

Consider claim 41, the combination teaches everything claimed as implemented 
above (see claim 39). Prasad specifically discloses that wherein the request message 
received from the mobile station includes a request for prolongation of the packet- 
switched signaling connection (Para 0002, 0009, 0062, 0064, 0089-0096,Fig. 4 
element 430, where Prasad discloses a notification for delaying the handover up 
to a successful authentication). 

Therefore, it would have been obvious to one of ordinary skills in the art the time 
the invention was made to modify Grech by specifically providing wherein the request 
message received from the mobile station includes a request for prolongation of the 
packet-switched signaling connection, as taught by Prasad, for the purpose of achieving 
a secure handover as discussed in Para 0013. 

Consider claim 42, the combination teaches everything claimed as implemented 
above (see claim 41). Grech specifically discloses that wherein the mobile 
communication system is a Universal Mobile Telecommunication System (UMTS), and 
the core network node is a Serving GPRS Support Node (SGSN) (Para 0033-0036, Fig. 
1-4, where Grech discloses UMTS/GPRS' nodes GGSN (104, 108), SGSN (105)). 

Consider claim 43, the combination teaches everything claimed as implemented 
above (see claim 42). Prasad specifically discloses that wherein the prolongation 
request comprises a Follow-on Request (FOR) (Para 0002, 0009, 0062, 0064, 0089- 
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0096,Fig. 4 , where Prasad discloses a process of a secure handover procedure 
i.e. a Follow-on-Request). 

Therefore, it would have been obvious to one of ordinary skills in the art the time 
the invention was made to modify Grech by specifically providing wherein the 
prolongation request comprises a Follow-on Request, as taught by Prasad, for the 
purpose of achieving a secure handover as discussed in Para 0013. 

Consider claim 44, the combination teaches everything claimed as implemented 
above (see claim 38). Prasad specifically discloses that wherein the indication in the 
response message as to whether or not the packet-switched signaling connection is 
being prolonged is placed in an existing, non-used part of an information element (IE) of 
the response message (Para 0002, 0009, 0062, 0064, 0089-0096,Fig. 4, where 
Prasad discloses a notification for delaying the handover up to a successful 
authentication). 

Therefore, it would have been obvious to one of ordinary skills in the art the time 
the invention was made to modify Grech by specifically providing wherein the indication 
in the response message as to whether or not the packet-switched signaling connection 
is being prolonged is placed in an existing, non-used part of an information element (IE) 
of the response message, as taught by Prasad, for the purpose of achieving a secure 
handover as discussed in Para 0013. 

Consider claim 45, the combination teaches everything claimed as implemented 
above (see claim 44). Prasad specifically discloses that wherein the indication in the 
response message as to whether or not the packet-switched signaling connection is 
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being prolonged comprises a single bit (Para 0002, 0009, 0062, 0064, 0089-0096,Fig. 
4, where Prasad discloses a notification for delaying the handover up to a 
successful authentication). 

Therefore, it would have been obvious to one of ordinary skills in the art the time 
the invention was made to modify Grech by specifically providing wherein the indication 
in the response message as to whether or not the packet-switched signaling connection 
is being prolonged comprises a single bit, as taught by Prasad, for the purpose of 
achieving a secure handover as discussed in Para 0013. 

Claim 46, as analyzed with respect to the limitations as discussed in the claim 37. 

Claim 47, as analyzed with respect to the limitations as discussed in the claim 39. 

Claim 48, as analyzed with respect to the limitations as discussed in the claim 41 . 

Consider claim 49, the combination teaches everything claimed as implemented 
above (see claim 44). Prasad specifically discloses that wherein the control means 
includes means for preventing the mobile station from sending additional requests to 
prolong the packet-switched signalling connection if the extracted indication indicates 
that the packet-switched signalling connection has been terminated (Para 0002, 0009, 
0062, 0064, 0089-0096,Fig. 4, where Prasad discloses delaying the handover up to 
a successful authentication and upon failure of handing over, resuming 
communication with the current access point i.e. preventing MS from sending 
additional requests for prolongation). 

Therefore, it would have been obvious to one of ordinary skills in the art the time 
the invention was made to modify Grech by specifically providing wherein the control 
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means includes means for preventing the mobile station from sending additional 
requests to prolong the packet-switched signalling connection if the extracted indication 
indicates that the packet-switched signalling connection has been terminated, as taught 
by Prasad, for the purpose of achieving a secure handover as discussed in Para 0013. 

Consider claim 50, the combination teaches everything claimed as implemented 
above (see claim 48). Prasad specifically discloses that wherein the control means 
includes means for preventing the mobile station from sending a request to establish a 
new packet-switched signalling connection if the extracted indication indicates that the 
packet-switched signalling connection has been prolonged (Para 0002, 0009, 0062, 
0064, 0089-0096, Fig. 4, where Prasad discloses delaying the handover up to a 
successful authentication). 

Therefore, it would have been obvious to one of ordinary skills in the art the time 
the invention was made to modify Grech by specifically providing wherein the control 
means includes means for preventing the mobile station from sending a request to 
establish a new packet-switched signalling connection if the extracted indication 
indicates that the packet-switched signalling connection has been prolonged, as taught 
by Prasad, for the purpose of achieving a secure handover as discussed in Para 0013. 

Consider claim 51, the combination teaches everything claimed as implemented 
above (see claim 48). Prasad specifically discloses that wherein the control means 
includes: means for delaying or rejecting upper layer requests to the packet data node if 
a GPRS Mobility Management (GMM) procedure is running; and means for sending to 
the packet data node, a request to prolong the packet- switched signalling connection 
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when the GMM procedure is terminated (Para 0002, 0009, 0062, 0064, 0089-0096,Fig. 
4, where Prasad discloses delaying the handover up to a successful 
authentication i.e. terminate the handover process upon authentication failure). 

Claim 52, as analyzed with respect to the limitations as discussed in the claim 37. 

Claim 53, as analyzed with respect to the limitations as discussed in the claims 
47, 48. 

Claim 54, as analyzed with respect to the limitations as discussed in the claim 44. 
Claim 55, as analyzed with respect to the limitations as discussed in the claim 51 . 
Claim 56, as analyzed with respect to the limitations as discussed in the claim 49. 
Claim 57, as analyzed with respect to the limitations as discussed in the claim 50. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to BABAR SARWAR whose telephone number is 
(571)270-5584. The examiner can normally be reached on MONDAY TO FRIDAY 
09:00 A.M -05:00 P.M. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, NICK CORSARO can be reached on (571)272-7876. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

IBS/ /BABAR SARWAR/ 

Examiner, Art Unit 2617 

/NICKCORSARO/ 

Supervisory Patent Examiner, Art Unit 2617 



